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o Network & Mobile Security

o Digital Forensics

o Exploit Development & Automation

o Cyber Threat Intelligence
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Content
Cyber Security Week II

IN THIS PRESENTATION:

Threat Landscape

Preventive Measures

Response Plan

Please write down your questions in the meanwhile so we can discuss them at the end – Q&A Session
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So, what 
exactly is 
resilience?
The ability to prepare, respond to 
and recover from cyber-attacks
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Cyber Security 
career paths
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Cyber Security

DefensiveOffensive

Red Team Ops

Penetration Tester

Blue Team Ops

SOC Analyst

Executive

Security 
Management

Chief Information 
Security Officer



Threat Landscape
• What are the existing cyber threats?
• Who are the malicious actors?
• Why do these attacks occur?
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7Source: FireEye M-Trend 2019

Targeted Global Industries



Advanced Persistent Threats (APT)
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Case Study: Kosova

• 78 days of NATO bombing
• Serbia’s countermeasures in cybernetics

• Ping flood against NATO infrastructure
• Attacks on Albania’s web platforms

• Chinese Involvement
• White House web defacement
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Common motives
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1 Money
Bank account compromise, ransomware, 
billing fraud, unauthorized transactions

2

3



Advancing Threats
2020

• Sophisticated Phishing Campaigns

• Internet of Things (IoT) Attacks
• Laptops, webcams, household appliances, medical devices etc.

• State-Sponsored Operations
• Cyber espionage
• Financial gains
• Critical infrastructure

• Cryptojacking

• Ransomware
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Rising Threats
2020

• Misconfigured cloud storages
• AWS S3 Buckets, Firebase Databases, ELK, MongoDB
• Lack of encryption & tokenization
• €3.53 million per data breach

• Open Source Intelligence
• Credentials & API tokens leaks
• Software vulnerabilities

• Zero-day attacks
• Kernel exploits
• Web kit exploits
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238%
Surge in cyber-attacks against financial institutions

17%
Increase in wire fraud attempts

9x
Ransomware attacks increase
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51,537 & 961
Average daily malicious COVID-19 themed emails & fake domains

COVID-19 Pandemic Timeframe 

(Early March – Mid May)



Preventive Measures
• What are the industry best security practices/standards?
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Key Security 
Measures

Security Awareness

Implement a regular 
awareness and training 
program. Because end 
users are targets, 
employees should be 
aware of the current 
threat environment

Security Controls

Spam filters 
(SPF/DMARC/DKIM), 
end-point protections, 
network security 
(firewalls), regular 
system/application 
patches, access 
management

Business Continuity

Regular data backup, 
integrity check, 
avoiding single point of 
failures, connectivity, 
Disaster Recovery 
Center (DRC)
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• The most common and effective vector of attack

• Fraudulent attempt to steal personal information (user 
credentials, credit card details) or execute malware

• Conducted using disguise and/or social engineering 
through typically email messages

• The email contains a dangerous link (URL) or attachment 
(such as an Excel spreadsheet)

Use Case: Phishing
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Phishing Exploit Chain

Social engineering 

attack (entry point)

Document is 

opened by 

victim

VBA/XLM 

malicious 

script is 

executed in 

runtime

Attackers 

gain remote 

access if not 

detected



“What can we do about it?
- Educate staff on spear phishing emails

- Implement in-memory (RAM) protections for 
end-points against advanced malware attacks

- Refine Group Policy (GPO) settings to limit 
macro executions

- Keep up with intelligence feeds to block 
malicious senders before campaigns

… and if nothing goes right …
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“And if nothing goes right:
- Access denial to critical data and/or computer 
systems

- Disruption of day-to-day business operations

- Legal implications

- Data leaks online (client/staff information)

- Tremendous long-term reputational damage

=> Financial loss
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Response Plan
• Which follow-up procedures to follow?
• How to conduct an incident investigation?
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Incident Response

High-level procedure
- Cálmate

- Identify compromised 
system(s)

- Isolate hosts

- Collect forensics images and 
analyze

- Block Indicators of 
Compromise (IOC)

Objectives
- Minimize the damage

- Reduce recovery time and 
costs

- Ensure service continuity and 
non-disruption

- Document and report every 
detail

- Curate lessons learned
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Forensics 
Investigation
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1 Identification
identifies potential sources of relevant evidence/information (devices) as 
well as key custodians and location of data.
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4 Identification
an in-depth systematic search of evidence relating to the incident 
being investigated. The outputs of examination are data objects found 
in the collected information; they may include system- and user-
generated files

5 Reporting
reports are based on proven techniques and methodology and 
secondly, other competent forensic examiners should be able to 
duplicate and reproduce the same results



“Keep in mind:
- Kosovo Police: Cyber Crime Unit

- Data Protection: The Information and Privacy Agency

- Cyber Security: National Authority for Cyber Security

- Computer Emergency Response Team: KOS-CERT
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• Darknet Diaries (darknetdiaries.com)

• Real life stories
• Major cyber incidents and data breaches
• Insider threats
• Physical security assessments
• Cyber espionage
• Wiretapping

Investigative 
Podcast
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Thanks!
You can find me at:

linkedin.com/in/artikarahoda

artikrh.github.io
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